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ABSTRACT

Network traffic classification is a core technology in the field of network management, and various public
datasets are being utilized for this purpose. Selecting the appropriate dataset that aligns with the research
objectives is crucial, and the comparative analysis of dataset metadata can assist in the dataset selection process.
Existing research provides comparisons based on descriptions, dataset levels, and the presence of ground truth
labels, but this may not be sufficient for selecting datasets that are tailored to specific research goals. In this
paper, we present considerations for dataset selection and provide more detailed information on aspects such as
dataset size and collection environment, facilitating their comparison. Additionally, we categorize dataset
preprocessing methods, classification techniques, and reproducibility employed in various studies by dataset, aiming
to enhance the objectivity of future research endeavors. Finally, we outline the limitations of currently available

datasets and pose challenges related to dataset construction.
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Table 1. Public datasets for network traffic classification
Datasets Label | Year | Size | #.Task | #.Class | Purpose IR Environment Privacy Detail
UNSW-NBI5 [3] (0] 2015 | 99.1GB 2 10 IDS 534.5 Benchmark X A
KDDCup99 [4] (0] 1999 | 743MB 2 5 DS 33,715 Benchmark (0] X
NSL-KDD [5] (0] 2009 | 75SMB 5 23 IDS 306 Benchmark (6] (6]
CICIDS2017 [6] (6] 2017 | 51.1GB 2 14 IDS 214,462 Benchmark X (6]
ISCX VPN 2016 [7] (6] 2016 | 28GB 3 15 QoS 354 Real-life X (0]
USTC-TFC2016 [8] (6] 2016 | 3.71GB 9 21 QoS 17 Real-life (0] A
CMU-SynTraffic-2022 [9] (0] 2022 | 1.2GB 5 40 QoS 2 Synthetic X A
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Table 2. Traffic classification model for each datasets
ISCX
UNSW- KDD NSL- CIC- USTC-
VPN Total
NB15 Cup99 KDD IDS2017 2016 TFC2016
CNN 15 4 15 8 9 56
LST™M 13 4 13 8 4 44
DNN 10 5 4 9 - 28
RNN 4 1 5 2 1 13
MLP - 2 4 3 2 11
GRU 2 - 2 1 - 6
Transformer 1 1 2 - 5
ANN - 1 3 1 - 5
FNN 1 - 3 - - 4
GAN 1 - - - - 1
GCN - - 1 - - 1
HNN - - - - 1 1
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Table 3. Pre-processing methods for each datasets
. .. Feature ..
Datasets Data Cleaning Standardization . Splitting
Extraction
5-fold (1)
One-hot encoding (11) . L. DAE 10-fold (1)
. Min-Max Normalization (11)
Label encoding (5) L 3:1:1 (1)
. . . Z-score Standardization (5)
Linear interpolation L. CNN 8:2 (3)
UNSW-NB15 L2 Normalization (1) NS
method (1) L ReLUZ< 2:1 (1)
Scikit-learn StandardScaler
SMOTE (2) @ 7:3 9)
Early Stopping (2) LSTM 66:31:3 (1)
16h:15h (1)
One-hot encoding (5) Min-Max Normalization (5) AE 10-fold (1)
KDDCup99 Early Stoppi‘ng @) Z—s‘c<‘)re Standardization (3) 6:4(2)
Label encoding (1) Scikit-learn StandardScaler CNN 3:2(1)
Zero padding (1) (D 17:3(1)
AE 8:2(5)
One-hot encoding (19) . L. 17:3(11)
Min-max normalization (20)
SMOTE (2) o CNN 3:7(1)
. Z-score standardization (6)
Label encoding (9) L 2:8(1)
. Log normalization (2)
NSL-KDD Zero padding (1) o LSTM 4-fold (1)
. L2 normalization (1)
t-SNE algorithm (1) . 7:1:2(1)
Scikit-learn StandardScaler .
ADASYN (1) M Chi-square By category(1)
RapidMiner (1) feature 66:31:3(1)
selection 7:3(3)
. 6:2:.2 1)
One-hot encoding (5) 41 5)
SMOTE (2) Min-max normalization (8) 17'.3 s
Word2vec method (1) Z-score standardization (4) ’
CICIDS2017 . L. DAE 7:3 ()
Random Oversampling 0.1-0.9 normalization (1) 4fold (1)
method (2) Batch normalization (1) _12 0
Label encoding (1) ’
18:1:1 (1)
60:20:20 (2)
CIC-flowmeter (1)
. L LSTM 10-fold (1)
ISCX 15-s FLP (1) Min-Max normalization (4) 5-fold (1)
-fo
VPN2016 Zero padding (1) Batch normalization (1)
CNN 80:10:10 (1)
nDPI tool (1)
70:10:20 (1)
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4. dloJeAl W A

Table 4. Reproducibility for each datasets

Datasets # PP MA # PP MA # PP MA
[11] X X [12] A X [13] A A
[14] X A [15] 0 A [16] A X
[17] 0 X [18] A 0 [19] 0 A
[20] A 0 21] A A [22] A X
UNSW.NBLS 23] A A [24] X A [25] A X
[26] A X [27] X A 28] A A
[29] X 0 [30] A 0 [31] X A
132] X A [33] X A [34] 0 X
[35] A A [36] A A [37] X 0

38] A 0

KDDCup99 [39] A A [40] A X

[10] A A [41] 0 A [42] 0 A
[43] 0 X [44] A X [45] A 0
[46] A A [47] o} X [48] X X
NSL-KDD [49] A A [50] A X [51] A X
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